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1
Decision/action requested

SA3 is kindly asked to approve the proposed conclusion for key issue #17 of TR 33.847.
2
References

[1]
3GPP TR 33.847 v0.8.0

Study on security aspects of enhancement for proximity based services in the 5G System (5GS)
3
Rationale

Solution #40 addresses all the potential requirements in key issue #17. This pCR proposes to make a conclusion for key issue #17 in TR 33.847 [1] based on solution #40.
4
Detailed proposal

*************** Start of the Change ****************

7.17
Key Issue #17: Supporting security policy handling for PC5 connection of 5G ProSe services

For PC5 security policy handling between UEs for ProSe services, solution #40 is adopted as the baseline for normative work, based on which the following conclusions are drawn: 
-
For ProSe direct services, the PC5 security policy handling defined in TS 33.536 [8] can be reused.
-
For ProSe relay services applying CP-based U2N relay security solutions, the security policies are provisioned by the PCF.
NOTE:
Provisioning of PC5 security policies from the ProSe application server to the UE is performed on the application layer hence out of 3GPP scope.
-
For ProSe relay services applying UP-based U2N relay security solutions, the security policies are provisioned by the 5G PKMF. 
-
PC5 CP security policies for ProSe relay services shall aways be configured as “REQUIRED” to be aligned with the network (NAS and AS) signaling security requirements.
-
PC5 UP security policies for ProSe relay services shall be configured based on the UP security policy configuration defined in TS 33.501 [14].
*************** End of the Change ****************
